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Context statement

Job title: L4 Infrastructure Engineer(Network)
Directorate/Service/Team: ICT operations/Infrastructure 
Post is linked to JD Ref: IT096

Organisation structure
Reporting to: L5 Network Lead
Responsibility for: N/A

Context of work
Network Engineers within Dorset Council’s ICT Operations department play a key role in maintaining, developing, and supporting the organisation’s complex enterprise network infrastructure. As a large unitary authority delivering essential services to residents, businesses, and partners, the council relies on resilient, secure, and high‑performing network services to enable all digital operations. 
The role sits within the Infrastructure Team and supports the delivery of a stable, modern, and secure network estate across data centres, offices, remote sites, and public‑facing environments. This includes responsibility for technologies such as LAN and SD‑WAN, wireless networks, firewalls, load balancers, remote access solutions, VPN services, and supporting monitoring and diagnostic tools. 
Key Responsibilities
(In addition to the Job Description)
Design, Build, and Integration
· Support the implementation, configuration, and optimisation of network infrastructure across multiple environments.
· Assist in translating high‑level designs into operational network services, ensuring interoperability across the wider infrastructure estate.
· Support modernisation initiatives, contributing to the development and integration of new network technologies and solutions.
Support, Maintenance, and Service Delivery
· Monitor network performance, availability, and security using management and monitoring platforms.
· Respond to and resolve incidents, requests, and problems within defined service levels, escalating when necessary.
· Maintain secure access to systems and data, ensuring compliance with council policies and security standards.


Testing, Validation, and Change Management
· Support planning and delivery of system and acceptance testing for network changes and upgrades.
· Ensure configuration changes follow established change‑control processes and are fully validated before deployment.
Troubleshooting and Problem Resolution
· Diagnose and resolve complex network issues using analytical tools, logs, and diagnostic techniques.
· Implement corrective and preventative measures, contributing to service stability and continual improvement.
Documentation and Standards
· Produce and maintain technical documentation, including network configurations, operational guides, and procedures.
· Ensure all operational activities adhere to agreed technical, security, and support standards.
Collaboration and Communication
· Work closely with architects, security specialists, service managers, and suppliers to ensure the network meets business requirements.
· Explain technical concepts to non‑technical stakeholders and provide support and advice to colleagues.
Continuous Improvement
· Identify opportunities to automate recurring tasks and improve operational efficiency.
· Contribute to service improvement plans and network enhancement initiatives.
Professional Development and Behaviours
· Take responsibility for ongoing professional learning and industry awareness.
· Demonstrate Dorset Council’s core behaviours: Respect, Openness, Together, Accountability, and Curiosity. 

Travel requirement
This position has a travel requirement as and when required.  This means that there is a requirement for a vehicle (or transport deemed to be suitable by the Council) to be available on most working days in order to carry out normal duties.  
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